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Allowable Subject Matter 

1 . Claims 55-75, 77-57, 55-57, and 89-92 are allowed 

EXAMINER'S AMENDMENT 

2. An examiner's amendment to the record appears below. Should the changes and/or 
additions be imacceptable to appUcant, an amendment may be filed as provided by 37 CFR 
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
Mary Ramos Olynick Reg. 42,963 on August 1 5 2005. 

3. Claims has been amendment as follow; 

58. (currently amended) A method of facilitating redirection of traffic between a 
server and a client to between the client and a selected one from a pluraUty of repUcas, the 
method conq)rising: 

receiving a packet from a client, the packet having a destination identifier 
associated with a server; 

when the packet is a start packet, at the chent side, adding a tag to the start 
packet to indicate that the start packet should is to be forwarded by a device other 
than a cHent side device to a plurality of rephcas that each duphcates the data 
content of the server, wherein the tag is an option byte having one of two states 
that indicate whether redirection is permissible or impermissible; 
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storing the destination identifier of the start packet; 

after storing the destination identifier of the start packet and tagging the 
start packet, sending the start packet to the server; 

wh e n for a first acknowledgement packet associated with the start packet 
that is received first with r e sp e ct to any oth e r aclcnowl e dg e m e nt packets , storing 
and associating a source identifier of the first acknowledgement packet with the 
stored destination identifier of the start packet; 

after storing and associating the source identifier of the first 
acknowledgement packet, sending the first acknowledgement packet to the cUent; 

prior to storing and associating the source identifier of the first 
acknowledgement packet, cracking the first acknowledgement packet to obtain the 
source identifier when the first acknowledgement packet has been encapsulated; 

when cracked, encapsulating the cracked acknowledgement packet with 
the destination identifier stored for the associated start packet, wherein the 
encapsulated first acknowledgement packet is sent to the client; and 

when a second acknowledgement packet associated with the start packet is 
received after the first acknowledgement packet, inhibiting sending of the second 
acknowledgement to the cUent, . 

59. (previously presented) A methodlas recited in claim 58, fiirther comprising: 
when a subsequent packet associated with the start packet is received that 
is not a start packet or an acknowledgement packet, replacing a destination 
identifier of the subsequent packet with the source identifier stored for the 



Application/Control Number: 09/605,91 7 Page 4 

Art Unit: 2143 

acknowledgement packet when the subsequent packet originates from the client; 
and 

forwarding the altered subsequent packet to its destination. 

60. (previously presented) A method as recited in claim 59, wherein the subsequent 
packet is only modified when the destination identifier of the subsequent packet equals the 
destination identifier stored for the associated start packet. 

61. (previously presented) A method as recited in claim 58, wherein the start packet is 
only tagged when the start packet is associated with web data, and the method further comprising 
sending the start packet to the server without the tag when the start packet is not associated with 
web data. 

62. (previously presented) A method as recited in claim 61, wherein the start packet is 
associated with web data when the start packet has a destination port utilized for accessing web 
data. 

63. (currently amended) A computer system operable to facilitate redirection of 
traffic between a server and a client to between the chent and a selected one from a plurality of 
rephcas, the computer system comprising: 

a memory; and 

a processor coupled to the memory, 

wherein at least one of the memory and the processor are adapted to 
provide: 
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receiving a packet from a client, the packet having a destination identifier 
associated with a server; 

when the packet is a start packet, at the chent side, adding a tag to the start 
packet to indicate that the start packet should is to be forwarded by a device other 
than a chent side device to a plurality of replicas that each duplicates the data 
content of the server, wherein the tag is an option byte having one of two states 
that indicate whether redirection is permissible or impermissible; 

storing the destination identifier of the start packet; 

after storing the destination identifier of the start packet and tagging the 
start packet, sending the start packet to the server; 

wh e n for a first acknowledgement packet associated with the start packet 
that is received first with r e sp e ct to any oth e r acknowl e dg e m e nt packets , storing 
and associating a source identifier of the first acknowledgement packet with the 
stored destination identifier of the start packet; 

after storing and associating the source identifier of the first 
acknowledgement packet, sending the first acknowledgement packet to the cUent; 

prior to storing and associating the source identifier of the first 
acknowledgement packet, cracking the first acknowledgement packet to obtain the 
source identifier when the first acknowledgement packet has been encapsulated; 

when cracked, encapsulating the cracked acknowledgement packet with 
the destination identifier stored for the associated start packet, wherein the 
encapsulated first acknowledgement packet is sent to the chent; and 
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when a second acknowledgement packet associated with the start packet is 
received after the first acknowledgement packet, inhibiting sending of the second 
acknowledgement to the chent. 

64. (previously presented) A computer system as recited in claim 63, wherein at least 
one of the memory and the processor are further adapted to provide: 

when a subsequent packet associated with the start packet is received that 
is not a start packet or an acknowledgement packet, replacing a destination 
identifier of the subsequent packet with the source identifier stored for the 
acknowledgement packet when the subsequent packet originates from the client; 
and 

forwarding the altered subsequent packet to its destination. 

65. (previously presented) A computer system as recited in claim 63, wherein the 
subsequent packet is only modified when the destination identifier of the subsequent packet 
equals the destination identifier stored for the associated start packet. 

66. (previously presented) A computer system as recited in claim 63, wherein the start 
packet is only tagged when the start packet is associated with web data, and the method further 
comprising sending the start packet to the server without the tag when the start packet is not 
associated with web data. 

67. (previously presented) A computer system as recited in claim 66, wherein the start 
packet is associated with web data when the start packet has a destination port utilized for 
accessing web data. 
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68. (currently amended) 



A con^uter program product for facilitating redirection of 



traffic between a server and a client to between the client and a selected one from a plurality of 
replicas, the corrqjuter program product comprising: 

at least one computer readable medium; 

computer program instructions stored within the at least one con5)uter 
readable product configxired for: 

receiving a packet from a client, the packet having a destination identifier 
associated with a server; 

when the packet is a start packet, at the client side, adding a tag to the start 
packet to indicate that the start packet should is to be forwarded by a device other 
than a client side device to a plurality of replicas that each duplicates the data 
content of the server, wherein the tag is an option byte having one of two states 
that indicate whether redirection is permissible or impermissible; 

storing the destination identifier of the start packet; 

after storing the destination identifier of the start packet and tagging the 
start packet, sending the start packet to the server; 

wh e n for a first acknowledgement packet associated with the start packet 
that is received first with r e sp e ct to any oth e r acknowl e dg e m e nt packets , storing 
and associating a source identifier of the first acknowledgement packet with the 
stored destination identifier of the start packet; 

after storing and associating the source identifier of the first 
acknowledgement packet, sending the first acknowledgement packet to the client; 



t 
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prior to storing and associating the source identifier of the first 
acknowledgement packet, cracking the first acknowledgement packet to obtain the 
source identifier when the first acknowledgement packet has been encapsulated; 

when cracked, encapsulating the cracked acknowledgement packet with 
the destination identifier stored for the associated start packet, wherein the 
encapsulated first acknowledgement packet is sent to the client; and 

when a second acknowledgement packet associated with the start packet is 
received after the first acknowledgement packet, inhibiting sending of the second 
acknowledgement to the chent. 

69. (previously presented) A computer program product as recited in claim 68, the at 
least one computer readable product further configured for: 

when a subsequent packet associated with the start packet is received that 
is not a start packet or an acknowledgement packet, replacing a destination 
identifier of the subsequent packet with the source identifier stored for the 
acknowledgement packet when the subsequent packet originates fi-om the client; 
and 

forwarding the altered subsequent packet to its destination. 

70. (previously presented) A computer program product as recited in claim 69, 
wherein the subsequent packet is only modified when the destination identifier of the packet 
equals the destination identifier of the start packet. 
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71. (previoxisly presented) A conputer program product as recited in claim 68, 
wherein the start packet is only tagged when the start packet is associated with web data, and the 
method further conprising sending the start packet to the server without the tag when the start 
packet is not associated with web data. 

72. (previously presented) A computer program product as recited in claim 71, 
wherein the start packet is associated with web data when the start packet has a destination port 
utilized for accessing web data. 

73. (currently amended) A method of facilitating redirection of traffic between a 
server and a cUent to between the cUent and a nearest repUca selected from a plurahty of rephcas, 
the method comprising: 

at the client side, receiving a packet that is traveling between a client and a 
server or between the cUent and a repUca; 

when the received packet is a start packet that is traveling from the client 
to the server, at the cUent side, adding a tag to the start packet to indicate that the 
start packet should is to be forwarded by a device other than a client side device to 
a plxirality of replicas that each dupUcates the data content of the server, wherein 
the tag is an option byte having one of two states that indicate whether redirection 
is permissible or impermissible; 

wh e n for the received packet tiiat is an acknowledgement packet that is 
received first and spoofs the server, obtaining a source identifier of the repUca 
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from the acknowledgement when the acknowledgement originates from the 
replica and then sending the acknowledgement packet to the cHent; 

wh e n for the received packet Aat is an acknowledgement packet that is not 
received first and spoofs the server, inhibiting sending of the second 
acknowledgement to the cUent; and 

when the received packet is a subsequent packet received after the start 
packet and the acknowledgement packet, altering the subsequent packet so that it 
goes to the repHca when the subsequent packet originates from the client, wherein 
the alteration is based on the obtained source identifier from the acknowledgement 
packet. 

74. (previously presented) A method as recited in claim 73, wherein the source 
identifier of the replica is obtained from the acknowledgement packet by cracking the 
acknowledgement packet when it is encapsulated. 

75. (previously presented) A method as recited in claim 74, further comprising re- 
encapsulating the cracked acknowledgement packet prior to sending it to the cUent. 

76. (cancelled) 

77. (previously presented) A method as recited in claim 73, wherein the subsequent 
packet is altered by replacing the subsequent packet's destination identifier with a destination 
identifier of the start packet. 
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78. (previously presented) A method as recited in claim 73, wherein the subsequent 
packet is altered by encapsulating the subsequent packet with a destination identifier of the start 
packet. 

79. (currently amended) A computer system operable to facilitate redirection of 
traffic between a server and a client to between the client and a nearest repUca selected from a 
plurality of repUcas, the computer system conprising: 

a memory; and 

a processor coupled to the memory, 

wherein at least one of the memory and the processor are adapted to 
provide: 

at the client side, receiving a packet that is traveling between a client and a 
server or between the cUent and a rephca; 

when the received packet is a start packet that is traveling from the client 
to the server, at the cUent side, adding a tag to the start packet to indicate that the 
start packet s hould is to be forwarded by a device other than a client side device to 
a plurality of replicas that each dupUcates the data content of the server, wherein 
the tag is an option byte having one of two states that indicate whether redirection 
is permissible or impermissible; 

wh e n for the received packet ^at is an acknowledgement packet that is 
received first and spoofs the server, obtaining a source identifier of the rephca 
from the acknowledgement when the acknowledgement originates from the 
replica and then sending the acknowledgement packet to the cUent; 
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wh e n for the received packet that is an acknowledgement packet that is not 
received first and spoofs the server, inhibiting sending of the second 
acknowledgement to the cUent; and 

when the received packet is a subsequent packet received after the start 
packet and the acknowledgement packet, altering the subsequent packet so that it 
goes to the rephca when the subsequent packet originates from the client, wherein 
the aheration is based on the obtained source identifier from the acknowledgement 
packet. 

80. (previously presented) A computer system as recited in claim 79, wherein the 
source identifier of the replica is obtained from the acknowledgement packet by cracking the 
acknowledgement packet when it is encapsulated. 

81. (previously presented) A computer system as recited in claim 80, ftirther 
comprising re-encapsulating the cracked acknowledgement packet prior to sending it to the 
client. 

82. (cancelled) 

83. (previously presented) A computer system as recited in claim 79, wherein the 
subsequent packet is altered by replacing the subsequent packet's destination identifier with a 
destination identifier of the start packet. 
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84. (previously presented) A computer system as recited in claim 79, wherein the 
subsequent packet is altered by encapsulating the subsequent packet with a destination identifier 
of the start packet. 

i 

85. (currently amended) A computer program product for facilitating redirection of 
traffic between a server and a client to between a server and a client to between the client and a 
nearest replica selected from a plurality of repKcas, the computer program product comprising: 

at least one conputer readable medium; 

computer program instructions stored within the at least one computer 
readable product configxired for: 

at the client side, receiving a packet that is traveling between a client and a 
server or between the cUent and a rephca; 

when the received packet is a start packet that is travehng from the client 
to the server, at the cUent side, adding a tag to the start packet to indicate that the 
start packet should is to be forwarded by a device other than a client side device to 
a plurality of replicas that each duphcates the data content of the server, wherein 
the tag is an option byte having one of two states that indicate whether redirection 
is permissible or impermissible; 

wh e n for the received packet that is an acknowledgement packet that is 
received first and spoofs the server, obtaining a source identifier of the rephca 
from the acknowledgement when the acknowledgement originates from the 
rephca and then sending the acknowledgement packet to the cUent; 
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wh e n for the received packet that is an acknowledgement packet that is not 
received first and spoofs the server, inhibiting sending of the second 
acknowledgement to the cUent; and 

when the received packet is a subsequent packet received after the start 
packet and the acknowledgement packet, altering the subsequent packet so that it 
goes to the replica when the subsequent packet originates from the client, wherein 
the alteration is based on the obtained source identifier from the acknowledgement 
packet. 

86. (previously presented) A computer program product as recited in claim 85, 
wherein the source identifier of the rephca is obtained from the acknowledgement packet by 
cracking the acknowledgement packet when it is encapsulated. 

87. (previously presented) A computer program product as recited in claim 86, the at 
least one computer readable product being further configured for re-encapsulating the cracked 
acknowledgement packet prior to sending it to the client. 

88. (cancelled) 

I 

89. (previously presented) A computer program product as recited in claim 85, 
wherein the subsequent packet is altered by replacing the subsequent packet's destination 
identifier with a destination identifier of the start packet. 
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90. (previously presented) A con:5)uter program product as recited in claim 85, 
wherein the subsequent packet is altered by encapsulating the subsequent packet with a 
destination identifier of the start packet. 

91. (currently amended) An apparatus product for facilitating redirection of traffic 
between a server and a client to between the chent and a selected one fi'om a plurality of replicas, 
the apparatus comprising: 

means for receiving a packet from a chent, the packet having a destination 
identifier associated with a server; 

means for when the packet is a start packet, at the chent side, adding a tag 
to the start packet to indicate that the start packet should is to be forwarded by a 
device other than a client side device to a plurality of replicas that each duplicates 
the data content of the server, wherein the tag is an option byte having one of two 
states that indicate whether redirection is permissible or impermissible; 

means for storing the destination identifier of the start packet; 

means for after storing the destination identifier of the start packet and 
tagging the start packet, sending the start packet to the server; 

means for^ wh e n for a first acknowledgement packet associated with the 
start packet that is received first with r e sp e ct to any oth e r acknowl e dg e m e nt 
pack e ts , storing and associating a source identifier of the first acknowledgement 
packet with the stored destination identifier of the start packet; 

means for after storing and associating the source identifier of the first 
acknowledgement packet, sending the first acknowledgement packet to the cUent; 
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means for prior to storing and associating the source identifier of the first 
acknowledgement packet, cracking the first acknowledgement packet to obtain the 
source identifier when the first acknowledgement packet has been encapsulated; 

means for when cracked, encapsulating the cracked acknowledgement 
packet with a source address associated with the packet, wherein the encapsulated 
first acknowledgement packet is sent to the cUent; and 

means for when a second acknowledgement packet associated with the 
start packet is received after the first acknowledgement packet, inhibiting sending 
of the second acknowledgement to the cUent. 

92. (currently amended) An apparatus product for facilitating redirection of traffic 
between a server and a client to between the client and a nearest replica selected fi*om a plurality 
of repUcas, the apparatus comprising: 

means for at the cUent side, receiving a packet that is traveling between a 
chent and a server or between the chent and a rephca; 

means for when the received packet is a start packet that is traveling fi-om 
the cUent to the server, at the chent side, adding a tag to the start packet to indicate 
that the start packet should is to be forwarded by a device other than a chent side 
device to a plurahty of replicas that each duplicates the data content of the server, 
wherein the tag is an option byte having one of two states that indicate whether 
redirection is permissible or impermissible; 

means fo n for wh e n the received packet tfiat is an acknowledgement 
packet that is received first and spoofs the server, obtaining a source identifier of 
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the replica from the acknowledgement when the acknowledgement originates 
from the repUca and then sending the acknowledgement packet to the cHent; 

means fo r, for wh e n the received packet that is an acknowledgement 

packet that is not received first and spoofs the server, inhibiting sending of the 

I 

second acknowledgement to the cUent; ^d 

I 

means for when the received packet is a subsequent packet received after 
the start packet and the acknowledgement packet, altering the subsequent packet 
so that it goes to the replica when the subsequent packet originates from the client, 
wherein the alteration is based on the obtained source identifier from the 
acknowledgement packet. 

4. Any inquiry conceming this communication or earlier communications from the 
examiner should be directed to Jeffrey Pwu whose telephone number is 571-272-6798. 

The fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an appUcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system Status information for pubHshed applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
appHcations is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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